<3> 



Europaisch Patentamt 
Europ an Patent Office 
Office europeen des brevets 




(Q) Publication number : 0 684 538 A1 



EUROPEAN PATENT APPLICATION 



(g) Application number: 95303141.6 
(22) Date of filing : 10.05.95 



® Int. CI. 6 : G06F 1/00 



(§) Priority : 20.05.94 US 246648 

63) Date of publication of application : 
29.11.95 Bulletin 95/48 

(84) Designated Contracting States : 
DE FR GB 

@ Applicant : International Business Machines 
Corporation 
Old Orchard Road 
Armonk, N.Y. 10504 (US) 



@ Inventor : Grantz, Jeffrey A. 
104 Saint Cloud Lane 
Boca Raton, Florida, 33431 (US) 
Inventor : Ure f Robert J. 
5064 Northwest 84th Road 
Coral Springs, Florida, 33067 (US) 

@ Representative : Williams, Julian David 
IBM United Kingdom Limited, 
Intellectual Property Department, 
Hursley Park 

Winchester, Hampshire S021 2JN (GB) 



(g) Apparatus and method for software access. 

(g) A method is provided to permit copies of 
software products to be installed on systems, 
with a predetermined delay before commence- 
ment of a designated test period. The predeter- 
mined delay provides for a cumulative elapsed 
time, beginning with the installation of the 
software product to be evaluated during the 
designated test period, to allow for miscel- 
laneous starts of the computer system prior to 
productive use for the purpose of evaluation 
during the user trial period. The miscellaneous 
starts may be associated with software product 
installation procedures during preload activi- 
ties, attachment of devices and/or adapters to 
tailor the system to a particular user configu- 
ration, or to otherwise "boot" or check the 
system prior to productive use. 
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The invention relates generally to the field of dig- 
ital data processing systems, and more specifically to 
a method for managing access to, and authentication 
of, an operating system or various application soft- 
ware program products which may be processed by 
the systems to ensure that the operating system or 
application software program products are used ac- 
cording to the terms of the product's license agree- 
ments. 

Growth in the personal computer industry has 
created a large market for operating system and ap- 
plication software products usable on particular per- 
sonal computer systems. Accordingly, companies are 
in the business of developing operating system and 
application software products which are then market- 
ed to personal computer owners. Typically, such com- 
puter software products are marketed on a f ixed fee 
basis in which a user purchases a copy of the soft- 
ware, usually under terms of a license agreement It 
has been a characteristic of this industry that in order 
for the developers of the software to recover the often 
quite large investment in research and development 
of the software product, and also the costs of manu- 
facture and marketing, that the purchase price of 
such software items has been relatively high. This 
high purchase price has been a barrier, in some cir- 
cumstances, to the widespread licensing of some 
software and has limited the penetration in some 
markets. In addition, some users are reluctant to incur 
such a purchase without first operating the software, 
since the suitability of software is very difficult to 
judge without actually using it. 

In order to afford users an opportunity to evaluate 
a particular operating system or application software 
product, a developer may offer the user a "trial period" 
during which the user is granted the right to use the 
operating system or application software product. 
Upon expiration of the trial period, the user may either 
license the product or stop using the product. 

Growth in the personal computer industry has 
also led many personal computer systems manufac- 
turers to "preload* operating system and/or certain 
application software products on the systems. The 
preloaded systems may be marketed as "turn-key" 
solutions, whereby the user is not required to install 
the software produces) and may begin useful opera- 
tion shortly after turning the system on. In addition, 
preloaded software products may be used by a soft- 
ware vendor as a method of introducing the user to a 
particular software product(s), which the user may 
purchase upon the expiration of a trial period. 

As is well known, a major problem with regard to 
the distribution of such software products is the copy- 
ing of such products or the unauthorized use of such 
products without compensating the developer for 
their value. Unauthorized use of proprietary computer 
programs is widespr ad. Th problem of unautho- 
rized use is exacerbated when software products are 



offered for use during a trial period. Upon expiration 
of the trial period, without a means for managing li- 
cense verification of the software product, the user 
may continue using the software product without 

5 compensating its developer. 

Various methods have been employed for pre- 
venting the use of programs by persons who have ob- 
tained them in an unauthorized manner. For example, 
U.S. Patent 5,014,234 is for a System with Software 

10 Usage Timer and Counter for Allowing Limited Use 
But Preventing Continued Unauthorized Use of Pro- 
tected Software. It discloses providing a clock having 
an initial time setting at the time of installation of a 
software product on a computer system, a constant 

15 representing a predetermined amount of time, and a 
counter. Each time the protected software is operat- 
ed, the counter is incremented. Determinations are 
made whether the counter has reached a predeter- 
mined value, or whether the current time sensed ex- 

20 ceeds the time when the software was installed by an 
amount equal to or greater than the constant If the re- 
sult of either determination is true, a warning is sent 
to the user and the counter is decremented each fur- 
ther time that the software is subsequently operated. 

25 Finally, the software is disabled when the counter has 
reached a second predetermined value. 

The system as disclosed in US 5,014,234, may 
fail to provide the user an adequate trial period for a 
system having a software product(s) that have been 

30 preloaded. That is, when preloading software prod- 
ucts, Edwards would begin to track a user trial period 
at the time of preloading. As a result, the length of the 
trial period realized may be less than the length of the 
trial period designated by the developer. It is envi- 

35 sioned that no trial period could result in a circum- 
stance when the time at which the computer system 
is purchased and activated by a user exceeds the 
time at which the software products were preloaded 
by an amount greater or equal to the test period. 

40 Viewed from one aspect the present invention 

provides a method for preventing use of a computer 
program in a data processing system beyond a des- 
ignated time period, the data processing system in- 
cluding means for creating a date stamp, and a timer 

45 wherein the date stamp represents the start of the 
designate time period and the timer measures time 
elapsed since installation of the computer program on 
the data processing system and before commence- 
ment of the designated time period, the method com- 

50 prising the steps of: (a) determining whether the date 
stamp has been created; (b) continuing with step (f) 
if the date stamp has been created; (c) incrementing 
the timer to measure elapsed time that the data proc- 
essing system has been active; (d) determining 

55 wh ther the timer has reached a predetermined val- 
ue; ( ) creating the date stamp if th predetermined 
value has been reached; (f) determining wh ther the 
current date exceeds the date associated with the 
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date stamp by an amount equal to or greater than the 
designated time period; and (g) if the result of making 
the determination in step (f) is true, causing the com- 
puter program to be disabled. 

The invention also provides apparatus for pre- 
venting use, beyond a designated time period, of a 
computer program installed on a data processing sys- 
tem, the computer program being operable on the 
data processing system before expiration of the des- 
ignated time period, the apparatus comprising: timer 
for measuring time after installation of the computer 
program and before commencement of the designat- 
ed time period; first means for determining whether 
the timer has reached a predetermined valve; a date 
stamp for storing a data representing the beginning of 
the designated time period, and second means for de- 
termining whether the current date exceeds the date 
associated with the date stamp by an amount greater 
than or equal to the designated time period. 

According to a preferred embodiment of the in- 
vention, a method and apparatus are provided for pre- 
venting continued use of a protected computer pro- 
gram product in a data processing system beyond a 
designated test period. 

In order that the invention may be fully under- 
stood a preferred embodiment thereof will now be de- 
scribed, by way of example only, with reference to the 
accompanying drawings in which: 

Figure 1 shows a personal computer comprising 
a system unit, keyboard, mouse and display; 
Figure 2 shows a block diagram of the compo- 
nents of the personal computer shown in Figure 
1; 

Figure 3 shows a computer system with in-merrv 
ory components for allowing a trial period accord- 
ing to the present invention; and 
Figure 4 is a flow chart illustrating a method for 
allowing a trial period in accordance with the 
present invention. 

The invention may be run on a variety of comput- 
ers under a number of different operating systems. 
The computer could be, for example, a personal com- 
puter, a mini computer, or a main frame computer. The 
computer may be a standalone system, part of a net- 
work such as a local area network or wide area net- 
work or a larger teleprocessing system. For purposes 
of illustration only, the invention is described as im- 
plemented on a personal computer, such as IBM's 
PS/2® computer series, although the specific choice 
of computer is limited only by memory and disk re- 
quirements. 

Referring now to the drawings, and more partic- 
ularly to Fig. 1, there is shown a personal computer 
system 10, comprising a system unit 11, a keyboard 
1 2, a mouse 1 3 and a graphics display device or mon- 
itor 1 4. The keyboard 12 and th mouse 1 3 constitut 
user input devices, and th display device 1 4 is a user 
output device. The mouse 13 is used to control a cur- 



sor 15 displayed on the screen 16 of the display de- 
vice 14. 

Fig. 2 shows in block diagram form the compo- 
nents of the personal computer shown in Fig. 1. The 

5 system unit 11 includes a system bus 21 to which the 
various components are attached and by which com- 
munication between the various components is ac- 
complished. A microprocessor 22 is connected to the 
system bus 21 and is supported by read only memory 

10 (ROM) 23 and random access memory (RAM) 24, 
also connected to system bus 21 . The microprocessor 
22 in the IBM PS/2 series of computers is one of the 
Intel family of microprocessors including the 80286, 
80386 or 80486 microprocessors, but other micropro- 

15 cessors including, but not limited to, Motorola's family 
of microprocessors such as the 68000, 68020 or 
68030 microprocessors and various RISC (Reduced 
Instruction Set Computer) microprocessors manufac- 
tures by IBM, Hewlett-Packard, Sun Microsystems, 

20 Intel, Motorola and others may be used in a specific 
computer. 

The ROM 23 contains, among other code, the Ba- 
sic Input/Output System (BIOS) which controls basic 
hardware operations, such as interactions of the disk 

25 drives and the keyboard. The RAM 24 is the main 
memory into which the operating system, data files 
and application programs are loaded. A memory man- 
agement chip 25 is connected to the system bus 21 
and controls Direct Memory Access (DMA) opera- 

30 tions, including paging data between RAM 24 and a 
hard disk drive 26 and a floppy disk drive 27. 

To complete the description of the system unit 11 , 
there are three I/O controllers. These are the key- 
board controller 28, the mouse controller 29, and the 

35 video controller 30, all of which are connected to the 
system bus 21. As the names imply, the keyboard 
controller 28 provides the hardware interface for the 
keyboard 12, the mouse controller 29, hardware in- 
terface for the mouse 13, and the video controller 30 

40 provides the hardware interface for the graphic dis- 
play device 14. 

The hardware illustrated in Figs. 1 and 2 is typical 
but may vary for a specific application; that is, there 
may be other peripherals, such as optical storage me- 

45 dia, audio I/O, printers and the like. The invention is 
specifically directed to an enhancement to the oper- 
ating system which controls or "runs" the hardware or 
an application software program which runs under 
the control of the operating system. The invention 

so may be added to an existing operating system or ap- 
plication software program, or it may provide the ba- 
sis of an entirely new operating system or application 
software program. 

The manner in which the invention is implement- 

55 d may dif fer from operating syst m to operating sys- 
tem, or from application software program to applica- 
tion softwar program. One possibl mbodiment is 
illustrated in Fig. 3. The RAM 24 may contain, among 
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other code, operating system 32, one or more appli- 
cation software programs 34, timer 36 for keeping 
track of cumulative elapsed time that the data proc- 
essing system 10 is active, and an in-memory model 
38 for storing a date stamp. 

When the user elects to start by "booting" the sys- 
tem 1 0, registration data will be tested for the protect- 
ed computer program product. The "protected com- 
puter program product" may be either operating sys- 
tem 32 or application software product 34, whichever 
is the product to be protected. As the protected com- 
puter program is loaded, timer 36 is started and incre- 
mented while the data processing system 10 is oper- 
ated until a predetermined value of time is reached. 
Having reached the predetermined value, a date 
stamp is created and stored in in-memory model 38. 
Thereafter, the current date will be compared to the 
date associated with the date stamp to establish 
whether a designated test period has been exceeded. 
Upon expiration of the designated test period, the 
computer program may be disabled or destroyed. 

Although timer 36 and in-memory model 38 are 
shown as discrete elements in Fig. 3, either may be 
integral to the protected computer program product. 
That is, timer 36 or in-memory model 38 representing 
the date stamp may be functionally part of either op- 
erating system 32 or application software product 34. 
Moreover, the contents of timer 36 and in-memory 
model 38 are stored, for example on hard disk 26, so 
as to preserve the contents of each during a first use 
of the protected computer program product and each 
subsequent use of the protected computer program 
product. 

The software which will now be described, func- 
tions to prevent continued unauthorized use of pro- 
tected software products beyond a designated period 
(which may be a test period) and to manage access 
to, and authentication of, the protected software 
products. The method hereinafter described, permits 
copies of software products to be installed on sys- 
tems, with a predetermined delay before commence- 
ment of the test period. The predetermined delay pro- 
vides for a cumulative elapsed time, beginning with 
the installation of the software product to be evaluat- 
ed during the test period, to allow for miscellaneous 
starts of the computer system prior to productive use 
for the purpose of evaluation during the user trial per- 
iod. The miscellaneous starts may be associated with 
software product installation procedures during pre- 
load activities, attachment of devices and/or adapters 
to tailor the system to a particular user conf iguration, 
or to otherwise "boot" or check the system prior to pro- 
ductive use. 

The flow diagram in Fig. 4 shows a possible mode 
of operation of the invention. In th flow diagram, the 
graphical conventions of a diamond for a test or deci- 
sion and a rectangle for a process or function ar ob- 
served. Thes conventions ar w II understood by 



programmers skilled in the art, and the flow diagram 
is sufficient to enable a programmer of ordinary skill 
to write code in any suitable computer programming 
language such as BASIC, Pascal, or C for a computer, 

5 such as the IBM Personal Series (PS/2) family of 
computers which supports those languages. 

Block 410 begins, after first entering from block 
400, by checking whether a valid password has been 
entered during the start up or loading of the protected 

10 computer program product. The determination may 
be made by prompting the user to input the valid pass- 
word every time the protected computer program 
product is loaded. Alternatively, a register or f ield for 
storing the valid password may be examined in order 

15 to verify that the valid password had been previously 
entered by the user and stored. If the valid password 
has, in fact, been entered, the YES branch of decision 
block 41 0 serves as input to block 490, where the pro- 
cedure exits and continues with loading the protected 

20 computer program product Otherwise, the NO 
branch of decision block 410 serves as input to dech 
sion block 420, where the system determines whether 
a date stamp has been created. If no date stamp has 
been created, the NO branch of decision block 420 is 

25 taken to block 430, where the system determines 
whether timer 36 has been initialized. If it is deter- 
mined that timer 36 has not been initialized, the NO 
branch of decision block 430 is taken to block 435 
where timer 36 is initialized. Having initialized timer 

30 36, block 435 serves as input to block 440. Referring 
again to decision block 430, if it is determined that 
timer 36 had been previously initialized, the YES 
branch is taken to block 440. Block 440 activates 
timer 36 to measure time elapsed during the opera- 

35 tion of the protected computer program product. It is 
to be understood, that the time measured by timer 36 
begins with the total cumulative elapsed time counted 
during every prior operation of the protected comput- 
er program product. That is, timer 36 stores the cumu- 

40 lat'rve time of every prior operation of the protected 
computer program product, and resumes its count 
during the current operation of the protected comput- 
er program product. Having started timer 36, block 
440 serves as input to decision block 450 where it is 

45 determined whether ti mer 36 has reached a predeter- 
mined limit. If the predetermined limit has not been 
reached, the NO branch of decision block 450 is taken 
to block 490, where the procedure exits and contin- 
ues with loading the protected computer program 

so product. Otherwise, the YES branch of decision block 
450 is taken to block 460, where a date stamp is cre- 
ated. 

The date stamp indicates the time upon which the 
timer 36 has reached its predetermined value. Ac- 
55 cordingly, the date stamp has a date associated 
therewith, indicating the tim at which timer 36 has 
reached the pr d t rmined valu and th time at 
which an authorized test p riod is begun. In so doing, 
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timer 36 serves to provide a "burn-in" period to allow 
a user to start the system 10 prior to undertaking pro- 
ductive use of the protected computer program prod- 
uct in order to perform a meaningful test. It is to be un- 
derstood that the authorized test period will begin 5 
only after the date stamp is created, and that the date 
stamp is only created upon the timer 36 reaching the 
predetermined value. It is to be further understood 
that although shown in RAM 24, timer 36 may be im- 
plemented as a discrete hardware component in sys- 10 
tern 10. In the illustrative embodiment, the predeter- 
mined value, for the time of the "burn-in" period, is 24 
hours. 

Referring back to block 420, the YES branch of 
decision block 420 and the output of block 460 serve 15 
as input to decision block 470, where it is determined 
whether the time associated with the designated test 
period has been exceeded. In the illustrative embodi- 
ment of the invention, the difference between the cur- 
rent date and the date associated with the date stamp 20 
is compared to the designated test period. In the illus- 
trative embodiment, the designated test period is set 
at 60 days. However, the designated test period is 
typically determined by the developer or according to 
the terms of the license agreement If it is determined 25 
that the elapsed days do not exceed the designated 
test period, the NO branch of decision block 470 is 
taken to block 490, where the procedure exits and 
continues with loading the protected computer pro- 
gram product. Otherwise, the YES branch of decision 30 
block 470 is taken to block 480, where the load pro- 
cedure stops. In the illustrative embodiment block 
480 includes posting a message to the user that the 
valid password must be entered in order to access the 
protected computer program product 35 

While the invention has been particularly shown 
and described with reference to one embodiment 
thereof, it will be understood by those skilled in the art 
that various changes in form and detail may be made 
without departing from the scope of the invention. 40 



Claims 

1. A method for preventing use of a computer pro- 45 
gram in a data processing system beyond a des- 
ignated time period, the data processing system 
including means for creating a date stamp, and a 
timer wherein the date stamp represents the start 
of the designated time period and the timer so 
measures time elapsed since installation of the 
computer program on the data processing system 
and before commencement of the designated 
time period, the method comprising the steps of: 

(a) determining whether th date stamp has 55 
been created; 

(b) continuing with step (0 if the date stamp 
has been created; 



(c) incrementing the timer to measure elapsed 
time that the data processing system has 
been active; 

(d) determining whether the timer has 
reached a predetermined value; 

(e) creating the date stamp if the predeter- 
mined value has been reached; 

(f) determining whether the current date ex- 
ceeds the date associated with the date 
stamp by an amount equal to or greater than 
the designated time period; and 

(g) if the result of making the determination in 
step (f) is true, causing the computer program 
to be disabled. 

2. A method as claimed in claim 1 further compris- 
ing the steps of: 

first determining whether a valid password 
has been entered to the data processing system; 
and 

continuing with step (a) if a valid password 
has not been entered. 

3. A method as claimed in claim 1 or claim 2 further 
comprising the step of providing an initial time 
setting for the timer at the installation of the com- 
puter program. 

4. A method as claimed in any of claims 1 to 3 fur- 
ther comprising the step of: 

sending a message to a user of the data 
processing system to indicate that a valid pass- 
word is required for use of the computer program 
beyond the designated time period. 

5. A method as claimed in any of the preceding 
claims wherein the predetermined value is 24 
hours. 

6. A method as claimed in any of the preceding 
claims wherein the designated time period is 60 
days. 

7. Apparatus for preventing use, beyond a designat- 
ed time period, of a computer program installed 
on a data processing system, the computer pro- 
gram being operable on the data processing sys- 
tem before expiration of the designated time per- 
iod, the apparatus comprising: 

timer for measuring time after installation 
of the computer program and before commence- 
ment of the designated time period; 

first means for determining whether the 
timer has reached a predetermined valve; 

a date stamp for storing a data represent- 
ing the beginning of the designated time period, 
and 

second means for d termining whether 



5 



9 EP 0 684 538 A1 10 

the current date exceeds the date associated 
with the date stamp by an amount greater than or 
equal to the designated time period. 

8. Apparatus as claimed in claim 7 further compris- 
ing: means for providing an initial set time setting 
for the timer at the time of installation of the pro- 
tected computer program in said data processing 
system. 
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